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Abstract
It is hard to disagree with most international relations experts that nuclear
arms control is currently undergoing a systemic crisis. Opinions differ
on its depth and possible ways out of it. At the same time, many experts
consider it necessary to conceptualize the factor of the latest information
and communications technologies (ICTs), including artificial intelligence
(AI) systems, in the domain of strategic stability. The matter concerns
not only the digitalization of nuclear communications, command, control,
and intelligence systems (C3I), but also the development and use of lethal
autonomous weapons systems (LAWS).
Keywords: strategic stability, ICT environment, new technologies, artificial
intelligence, cybersecurity, cyber warfare.
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Strategic stability

The starting point, when the two nuclear superpowers agreed on the
same understanding of “strategic stability,” was the adoption of the
U.S.-Soviet “Joint Statement on Future Negotiations on Nuclear and
Space Arms and Further Enhancing Strategic Stability” (Washington,
June 1, 1990) (Joint Statement, 1990). According to this document, the
essence of strategic stability is a state of strategic relations between the
nations when incentives for a nuclear first strike are being removed.
Although this pillar of strategic stability was formulated thirty years
ago, it is still relevant today.
In recent years, the international situation has deteriorated
drastically, and the development of strategic offensive and defensive
weapons has accelerated. Besides, new non-nuclear factors of
strategic stability have emerged, including those associated with the
development of new ICTs and AI systems. All this has led, on the
one hand, to discrepancies in assessments of strategic issues, and,
on the other hand, to the emergence of ideas and initiatives aimed at
“adapting” the concept of strategic stability to new realities. These ideas
range from reviewing the notion of strategic stability to discarding it
altogether and elaborating a new concept to replace it. For example,
the Joint Statement by Russia and China of June 25, 2016, (President
of Russia, 2016) refers to the concept of “Global Strategic Stability.” It
implies a departure from the interpretation of strategic stability as a
military category derived from the state of nuclear weapons and its
expansion to reflect the full breadth and diversity of the present state
of international security.
Despite the fact that today the leading states, without doubt,
take into account some of the new factors of strategic stability, their
interconnection and impact remain insufficiently conceptualized,
which is evidenced by their much generalized assessments at the
national level. For example, the U.S. Nuclear Posture Review (NPR2018) states that the current Nuclear Command, Control and
Communications (NC3) system “is now subject to challenges from
both aging system components and new, growing 21st century threats.
Of particular concern are expanding threats in space and cyber space...”
VOL. 18 • No.3 • JULY – SEPTEMBER • 2020

25

Pavel A. Karasev

(Department of Defense, 2018b, p. XIII). Russia also sees that the use of
ICTs as information weapons for military-political purposes “poses a
threat to international peace, security and strategic stability” (President
of Russia, 2013b). It is not clear whether potential threats associated
with the implementation of AI and the use of LAWS are implied by
these statements.
Current research of interplay between new ICTs and various
aspects of strategic stability is, on the one hand, diverse but, on the
other hand, quite specific. Some experts focus on cybersecurity
issues in general (Unal and Lewis, 2018; Futter, 2016), and others
on cyber vulnerabilities of the nuclear triad (Abaimov and Ingram,
2017). At the same time, a number of papers explore the possibilities
and threats pertaining to the use of AI in C3I (Fitzpatrick, 2019;
Stefanovich, 2019) and implications of lethal autonomous weapons
for strategic stability (Kozyulin, 2018; Altmann and Sauer, 2017).
Yet another, more general, research venue, which is closely tied
to these issues, is the military use of AI (Vilovatykh, 2019). And
naturally, research in the field of AI is a broader topic. It seems that
all experts have arrived at a general conclusion that the development
of cyber and AI capabilities for military use will impact strategic
stability. While the assessments of this impact and its extent vary, the
results obtained in the abovementioned works by different experts
and institutions highlighted the need for the present research. The
results are substantial and clearly demonstrate the need to examine
the implications of new ICTs for strategic stability from a number
of intertwined angles. When analyzing and assessing possible
consequences of the introduction of new technologies and AI for
maintaining/degrading strategic stability, it is necessary to start by
determining the facets of the problem under consideration. The
analysis should take into account the concepts providing for the use
of strategic offensive arms incorporated in the relevant doctrines, be
it the first strike, launch-on-warning, or delayed second strike.
The first facet of the analysis is an assessment of the expected direct
effect the use of new ICTs and AI may have on the survivability of
strategic offensive arms and incentives for a nuclear first strike.
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The second facet is the impact on strategic stability of the “classical”
cyberattacks and cyber-cognitive impact, as well as unknown glitches
and derivations in the operation of digital systems and AI (the
likelihood of their manifestation increases with the complexity and
scale of the systems used).
The third facet reflects the threats arising from the properties of the
ICT environment and the essence of cyber weapons. This environment
is transboundary and anonymous, which makes it very difficult to
attribute an attack; and the “components” of cyber weapons—like zeroday vulnerabilities—are readily available.
Finally, it is necessary to review and assess efforts currently being
taken by the international expert community (most importantly,
UN groups of governmental experts) and their results in view of the
reduction of threats to strategic stability posed by new ICTs and AI.
First facet: expected outcomes and unexpected effects

Despite the fact that initiatives to introduce elements of AI into nuclear
command, control and communications have not yet been reflected in
nuclear doctrines, the wording in other documents suggests that the
latest technologies are viewed as a means to increase the effectiveness
of strategic potentials as the range of threats keeps expanding.
As far back as 2016, the U.S. National Science and Technology
Council released a report titled “Preparing for the Future of Artificial
Intelligence” which detailed the U.S.’s views on a number of challenges
connected with the development and adoption of AI. Among possible
uses of AI it named cybersecurity, where it is “expected to play an
increasing role for both defensive (reactive) measures and offensive
(proactive) measures” (NSTC, 2016, p.36) and military application,
where AI may “play an important role in new systems for protecting
people and high-value fixed assets and deterring attacks through nonlethal means” (NSTC 2016, p.39). It is important to note that one of
the recommendations laid down by the report was the development
of a single, government-wide policy, consistent with international
humanitarian law, on autonomous and semi-autonomous weapons,
although, as demonstrated by the results of the work of the UN Group
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of Governmental Experts (Davis and Verbruggen, 2018, pp.384-385),
there is still no consensus on how to apply international humanitarian
law (IHL) in this area.
The proposals which would require military application of AI
can be found in the 2018 U.S. Nuclear Policy Review: “strengthening
protection against cyber threats, strengthening protection against
space-based threats, enhancing integrated tactical warning and attack
assessment, improving command post and communication links,
advancing decision support technology, integrating planning and
operations, and reforming governance of the overall NC3 system”
(Department of Defense, 2018b, p. XIII). This echoes the tasks for AI
outlined in the 2018 U.S. Department of Defense Artificial Intelligence
Strategy: “improving situational awareness and decision-making”
(Department of Defense, 2018a, p.6). If successful, this would be
accomplished through AI analysis of images and extraction of useful
information from raw data. The document also noted that the present
moment is pivotal, and in order to ensure security and increase U.S.
competitiveness it is necessary to seize the initiative in leading the
world in the development and adoption of AI (Department of Defense,
2018a, p.17).
The Third Offset Strategy presented in 2017 also contains positive
assessments and high expectations from the implementation of AI. The
ideology of this Strategy was presented in 2014 by then-U.S. Secretary
of Defense Chuck Hagel (Hagel, 2020). Former U.S. Deputy Secretary
of Defense Robert Work, in his comments on the Strategy at an event
organized by the Center for Strategic and International Studies, said
that it was technologically based on five key areas: “autonomous
learning systems, human-machine collaborative decision-making,
assisted human operations, advanced manned-unmanned systems
operations, and network-enabled autonomous weapons and high-speed
projectiles” (Ellman, Samp and Coll, 2017, p.3).
As for the Russian plans, various pieces of information are available
about the planned use of AI for ensuring the functioning of strategic
nuclear forces (see Stefanovich, 2019; Isaev, Filatov, Fyodorov and
Grevkov, 2015, p.59). Widely cited is an assessment of the prospects for
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AI given by Russian President Vladimir Putin: “Artificial intelligence
is the future not only of Russia, but of all humankind. There are
tremendous opportunities and threats that are difficult to predict today.
Anyone who becomes a leader in this field will be the ruler of the world”
(RIA Novosti, 2017). “The National Strategy for the Development of
Artificial Intelligence for the Period until 2030” (adopted in October
2019), in addition to the task of developing the industries related to
AI, is aimed at overcoming the economic and socio-humanitarian
challenges associated with this process, and does not cover the military
use of AI. At the same time, one of the principles recognized in the
Strategy is security—in particular, “prevention and minimization of
the risks of negative consequences of the use of artificial intelligence
technologies” (President of Russia, 2019).
Not only Russia and the U.S., but also other leading states have
fully realized the expected benefits of AI and are actively developing
this sphere. In particular, China is eager to claim leadership in the
field of AI development. To this end, in 2017 it adopted a long-term
strategy for the period until 2030 (China. State Council, 2017). One of
the specifics of the Chinese approach is the concentration of efforts of
civilian and military specialists.
It is important to note that at this stage, in spite of all assessments,
there is no serious evidence supporting the expected effectiveness
of the proposed solutions—in any case, while the general directions
of the military use of AI are already outlined, so far there have been
almost no specific examples. According to (Kozyulin, 2018), “machine
learning and autonomy technologies make it possible to use nuclear
weapons (for example, B61-12 low-yield high-precision nuclear bombs)
to perform tactical missions and vice versa—to accomplish strategic
missions using non-strategic weapons.” It is likely that a survivable
high-precision hypersonic weapon outfitted with AI would tip the
balance in the system of strategic stability. In particular, this may
create incentives for launching a first nuclear strike in response to an
attack using such weapons. The impact of AI technologies on strategic
stability is highly dependent on the specific scenario. A number of
studies note (see National Science and Technology Council Committee
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on Technology, 2016, p.11; Stefanovich, 2019) the emerging possibility
of hitting previously invulnerable targets, as one of the consequences
of using AI to increase situational awareness (for an overview of
some of the works in this area see (National Science and Technology
Council Committee on Technology, 2016. p.71, footnote 15)). For
example, it is theorized that nuclear submarines can be detected by
autonomous sea drones. Such a decrease in survivability of one of the
elements of the nuclear triad will create incentives for a first strike. On
the contrary, under launch-on-warning posture (which is adopted in
Russia) the improvement of situational awareness of a hypothetical
attack (including the quality of sensor data analysis) can strengthen
strategic stability, since it would to a certain extent reduce the risk of an
erroneous launch-on-warning strike. AI-based expert systems could
also help to alleviate the time deficiency by processing more information
with greater speed. At the same time AI in itself is not infallible and can
be a target for specific attacks—leading to disruptions and degradation
of its functionality and to wrong decisions. In their research J. Altmann
and F. Sauer arrived at an interesting conclusion that while “speed is
undoubtedly a tactical advantage on the battlefield, and humans are
slower than machines… when [strategic stability] comes under threat,
some remainder of human slowness is a good thing” (2017, p.136).
Second facet: cyberattacks and operational errors

At the moment, the international community has not yet developed a
universally accepted definition of artificial intelligence. In discussions
about possible types of AI, experts distinguish two large categories:
“weak” and “strong.” They fundamentally differ in their characteristics.
Today, in all cases of practical application of AI technologies we can see
“weak” or “specialized” AI aimed at performing strictly defined tasks,
including image recognition, speech recognition and synthesis, and
the work of expert systems. A weak AI does not have an independent
goalsetting capability and does not always have safeguards that would
allow it to recognize and diagnose mistakes. Strictly speaking, there
is no “intelligence” in the weak AI, meaning self-awareness and selfknowledge, but we can talk about the imitation of certain thought
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processes. Current technology allows the implementation of a weak
AI through the construction of artificial neural networks. From this
point of view, the main factors affecting the work of a weak AI (speed
of obtaining a result and its quality) are: 1) the ability to develop an
adequate (meaning sufficiently accurate) model of the simulated
process (in practice it is determined by the number and quality of
specialists); 2) the availability of an extensive database of accumulated
data (in practice it is determined by introduction and implementation
of policies in the field of big data, including the policy of collecting,
storing, protecting, processing and transmitting information); 3) the
availability of computing power (in practice it is determined by the
availability and accessibility of data centers and supercomputers).
The issues connected with the development and functioning of a
weak AI are: 1) the difficulty of developing adequate models—both
in terms of completeness and accuracy; 2) the difficulty of obtaining
quality data for neural network training—“bad” data can disrupt the
learning process, and even plant a “cognitive bomb”—an AI backdoor,
which would provoke a certain response upon receiving a specific data
pattern; 3) vulnerability to malicious cyber actions, and the emergence
of hybrid, cyber-cognitive threats.
An important characteristic of “smart” combat systems in which
AI elements can be used is the degree of autonomy or, in other
words, the degree of combat functionality delegated from a person
to the “intellectual component” of the system. Autonomy, or the
ability to make algorithm-based independent decisions, can vary
from robotization and intellectualization of certain functions while
maintaining the key role of an operator, up to complete independence
in decision-making and the self-learning ability. The United States
proposed (Department of Defense, 2017, pp.13-14) a three-level
classification of combat systems by degree of autonomy:
1. Autonomous weapon system—a weapon system that, once
activated, can select and engage targets without further
intervention by a human operator;
2. Human-supervised autonomous weapon system—an
autonomous weapon system that is designed to provide
VOL. 18 • No.3 • JULY – SEPTEMBER • 2020

31

Pavel A. Karasev

human operators with the ability to intervene and terminate
engagements, including in the event of a weapon system failure,
before unacceptable levels of damage occur;
3. Semi-autonomous weapon system—a weapon system that,
once activated, is intended to only engage individual targets
or specific target groups that have been selected by a human
operator.
It seems that a degree of autonomy of intelligent combat systems
(nuclear communication, command and control systems can be placed
among them) reduces the likelihood of some errors (primarily human),
but increases the risk of errors of a different nature, in no small part
related to errors in receiving, processing and perceiving data.
The threats to artificial intelligence can be technical in nature—
they are cyber threats—and cognitive ones which are aimed at the
malicious use of flaws in the data processing algorithms of artificial
intelligence. It follows that in order to ensure the cyber security of
artificial intelligence systems, those methods and means that were
developed to protect against cyber threats will not be enough. As
M. Fitzpatrick notes, “…while disinformation is a long-standing
intelligence and strategic problem that pre-dates the cyber age, the
integrity of AI systems is especially vulnerable to it” (2019, p.91). It
seems necessary to define a new, narrower, concept for that category
of specialized ICT tools that affect consciousness—both natural and
artificial. They are “cognitive attack weapons”—a set of means and
tools designed to influence natural and artificial (man-made) adaptive
algorithms for processing and assimilation of information.
As already mentioned, one of the most important conditions for
creating a weak AI is the elimination of “bad” data that can negatively
affect the learning process—and introduce “cognitive bookmarks.”
The threat persists after the learning phase. If attackers, or potential
adversaries, have an understanding of the operation of algorithms
and knowledge of their limitations, specially prepared data supplied
to the “input” of an intelligent system can also lead to distortions in
its operation. For example, experiments conducted with AI image
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recognition systems have demonstrated how the smallest changes in
the processed image can radically affect the result (see Heaven, 2019;
Matsakis, 2017; Nguyen, Yosinski and Clune, 2015). It seems that in the
case of military use of such systems, errors could amount to human lives.
Taking into account the fact that intelligent systems, including
military ones, physically have the form of hardware and software
systems, they are also susceptible to cyber threats that could be used
by potential adversaries to accomplish their tasks. Such threats are
increasing in proportion to the increasing pace of computerization and
the introduction of new ICTs into military operations. Available studies
(see Unal and Lewis, 2018; Abaimov and Ingram, 2017; Futter, 2016)
indicate that nuclear command, control and communications systems
are not free from cyber vulnerabilities either. At the same time, due to
secrecy, the amount of available information on the systems used in
this area is extremely limited, which makes it difficult to assess the real
aggregate level of such a threat.
A number of factors are considered when assessing the general
state of cybersecurity. These include the degree of use of commercial
publicly available products, and/or imported components as well as
software; connectivity to public networks—such as the Internet; level
of computer literacy and “cyber hygiene” of personnel. A factor of a
different nature is the possible existence of so-called “insiders,” that is,
informants and agents infiltrated into relevant organizations.
It is obvious that cyberattacks constitute a significantly greater
threat if the command and control systems use ready-made
commercially available and mass-produced components (off the shelf),
since the vulnerabilities of these components are widely known and
better studied. In addition, such hardware and software could contain
specialized undocumented functions (so-called “backdoors”). Finding
and identifying them is an extremely difficult task of cybersecurity.
Backdoors can be introduced even without the consent of the
manufacturer—by using loopholes in the supply chain of components.
For example, in 2014, information about the activities of the Office of
Tailored Access Operations of the U.S. National Security Agency, which
carries out counter-terrorism operations, cyberattacks and espionage,
VOL. 18 • No.3 • JULY – SEPTEMBER • 2020
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was leaked. The list of equipment that the Office can access includes
servers, workstations, firewalls, routers, mobile phones, telephone
lines, and SCADA systems (Spiegel Staff, 2013). This leak was followed
by disclosure of the catalogue of the used hardware and software
(Appelbaum, Horchert and Stöcker, 2013).
On the contrary, the conduct of cyberattacks against custom systems
that are designed to solve specialized problems is a more complicated
task. Firstly, they more often than not use closed hardware-software
architecture. Secondly, these systems are usually isolated from public
networks. Thirdly, such systems often use an outdated element base,
where the presence of non-documented functions introduced from
outside is minimal. According to a report by the U.S. Government
Accountability Office (GAO, 2016, p. 3), in 2016 the average age
of systems used by the U.S. Department of Defense, including
intercontinental ballistic missile control systems, was 53 years.
However, today these advantages are rapidly disappearing, and the
solution of a previously complex task is already theoretically possible.
Firstly, new vulnerabilities may be introduced during an upgrade and/
or repair of obsolete or defective components. The Russian Defense
Ministry has announced that by 2020 the Strategic Missile Forces
will have completely switched to modern digital information transfer
technologies (Russian Defense Ministry, 2019). According to the latest
information (Insinna, 2019), the U.S. is also in the process of upgrading
outdated command, control and communications systems used by its
Strategic Command.
Secondly, the isolation of the systems from public networks can no
longer provide guaranteed protection against cyberattacks. One recent
study (Abaimov and Ingram, 2017) pointed to cyber vulnerability of
British Vanguard-class strategic nuclear-powered submarines (NPS)
and of the launch control systems of Trident II missiles deployed on
them. According to the provided information, the control systems of
these submarines and some other warships use a modified version of
the commercial operating system (OS) Windows XP (MacAskill, 2017).
Although it has been officially stated that the potential vulnerabilities
of this OS are mitigated due to the isolation of ships and submarines
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that are at sea (Allison, 2018), the authors of the report note that there
are vectors for cyberattacks that do not require external commands or
connection to networks. As it was already mentioned, it is impossible
to exclude the presence of agents among the service personnel who can
reveal the internal workings, principles of operation and architecture
of the installed networks and systems and/or participate in implanting
malicious ICT tools—for example, during maintenance work (Abaimov
and Ingram, 2017, p.354). That is exactly how the isolated and classified
facilities of Iran’s nuclear program were infected (Kaspersky daily,
2014). It is assumed that the removable storage medium could be
planted by an employee of an enterprise, including during the
construction phase (Cherry, 2010).
Likewise, satellite systems cannot be excluded from the list of
possible targets for cyberattacks. In 2017, Symantec specialists
identified a number of attacks, which were called Operation Thrip
(Security Response Attack Investigation Team, 2018). It was targeted,
inter alia, at systems that control satellites and monitor telemetry, and
this suggests that the possible target of the attacks may have been not
only espionage, but also disruption of the spacecraft. With regard to
strategic stability, it is known that the missile attack warning systems
in Russia and the United States consist of ground- and space-based
echelons. As illustrated above, restricted access facilities can be a
target for cyberattacks, and thus early warning systems are also at
risk. Backdoors and malicious software could be introduced during
assembly and testing of a spacecraft and ground stations can be
accessed with the help of insiders.
So, on the one hand, a security threat arises due to insufficient
knowledge of the impact that the process of intellectualization
of weapons can have on strategic stability. On the other hand, the
danger is associated with uncertainty about the level of protection
of such weapons from cyber threats. For example, a 2018 report
by the U.S. Government Accountability Office noted that critical
vulnerabilities had been discovered in almost all major arms and
military equipment procurement programs that underwent operational
tests during the period of 2012-2017 (GAO, 2018. p. 21). Despite the
VOL. 18 • No.3 • JULY – SEPTEMBER • 2020

35

Pavel A. Karasev

fact that the report itself does not indicate specific weapon systems,
according to The New York Times, these include submarines, missiles,
cargo rockets, radars, fighter jets, refueling tankers, aircraft carriers,
destroyers, satellites, helicopters, and electronic jammers. In an
interview (Sanger and Broad, 2018) officials noted that among the
affected systems were two elements of the nuclear triad—the Columbiaclass submarines and Ground Based Strategic Deterrent missiles, which
are being developed as a replacement for the Minuteman III ICBMs.
The above allows us to make a general conclusion that the tendency
of developed states to fill their armed forces with autonomous systems
and AI elements should be accompanied not only by a significant
rethinking of approaches to ensuring their cybersecurity, but also
by raising awareness of new threats. Autonomous intelligent systems
can theoretically make more informed decisions due to their ability
to process a larger amount of information than a human operator.
However, they cannot guarantee the correctness of the decisions
made—the received data can be misinterpreted, and the systems can
be hacked. A “hybrid” cyberattack can change or even replace data
transmitted to an operator, who in this case will incorrectly assess
the situation and take erroneous action. It means that manipulation
of decision-making processes may be the result of successive cyber
actions (to penetrate systems) and/or information attacks (to affect
data processing).
Third facet: properties of the environmenT

ICT tools are increasingly attractive for solving military-political tasks
due to a number of their features related to the properties of the ICT
environment. First of all, they are transboundary and anonymous,
which complicates the attribution of an attack. This means that an
attack can come from any geographic location with a connection to the
global network, and even if it is detected, the existing technical means
cannot quickly and accurately determine its source—and in the field
of strategic stability, time can be a critical resource (especially under a
launch-on-warning strategy). In addition, acquisition of cyber weapons
is not a prerogative of great powers, or even states, as actors in politics.
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Attacks can be carried out using ordinary personal computers with
Internet access. Particularly dangerous are “false flag” cyberattacks,
which under certain circumstances (especially during a crisis, or if
the targets are part of critical infrastructure or works or installations
containing dangerous elements such as dams, dykes and nuclear
electrical generating stations) can cause an unintended escalation of
the conflict. Carrying out a powerful cyberattack, which is potentially
comparable in its effect to weapons of mass destruction—and create
prerequisites for the retaliatory use of nuclear weapons—requires more
resources and time-consuming preparations by a team of specialists
using models of specific targeted systems. According to Kaspersky
Lab experts’ estimates, the cost of Stuxnet development amounted to
$100 million (see Fisher, 2020). At the same time, it is obvious that this
would not require the creation of an advanced industrial and scientific
base. Thus, cyber weapons have relatively low barriers for entry, and
this can lead to a significant rise in the number of actors capable of
deploying and using them. Theoretically, they may include not only
states, but also terrorist organizations, and organized criminal groups.
It seems that even a small country can become a great cyber power.
According to some reports (Valentino-DeVries and Yadron, 2015),
a significant number of states are already developing various ICT tools
for military and political purposes, and there is no doubt that their
number will increase over time. This means that the militarization
of the ICT environment, as a new area of interstate confrontation,
is already a fait accompli. The so-called cyber weapons, or cyber
capabilities, are, in essence, specialized software—and this directly
affects the possibility of its proliferation. Malicious software and/or
its components (like the so-called zero-day vulnerabilities) can be
purchased, and specialists can be hired (on cyber vulnerabilities and
hackers’ tools market see Ablon, Libicki and Abler, 2014).
States are interested in creating a database of vulnerabilities that
can be used to “produce” cyber weapons. For example, the so-called
Vulnerabilities Equities Process has been functioning in the United
States since 2008 as part of the relevant policy. It is designed to
facilitate decisions regarding the disclosure of new and unknown cyber
VOL. 18 • No.3 • JULY – SEPTEMBER • 2020
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vulnerabilities to the general public. The assessment commission may
decide to conceal information if there is a direct interest in using the
discovered vulnerability for surveillance, law enforcement or national
security purposes carried out under the law (White House, 2017, p.1).
The fact that one of the fundamental documents used as a basis for
the creation of the Process was the Joint Plan for the Coordination
and Application of Offensive Capabilities to Defend U.S. Information
Systems can provide some insight into the nature of intended use for
national security purposes (White House, 2017, p.1).
At the same time, it can be stated that the proliferation of cyber
weapons and their components is a practically uncontrolled process,
which is developing outside the existing system of international
security. “The Wassenaar Arrangement on Export Controls for
Conventional Arms and Dual-Use Goods and Technologies”
(Wassenaar Arrangement, 1996) could have played a significant role
in this. In 2013, the participating states decided to expand the control
lists and introduced a number of restrictions regarding “network
communications surveillance systems” and “intrusion software”
(Wassenaar Arrangement, 2019b, p.47), that is, in fact, a component
of cyber weapons. However, in 2017, two exceptions were introduced
regarding the process of distribution and transfer of intrusion software
technologies (Wassenaar Arrangement, 2017, p.2). The first concerns
the “vulnerability disclosure”—“the process of identifying, reporting
or communicating a vulnerability to, or analyzing a vulnerability with,
individuals or organizations responsible for conducting or coordinating
remediation for the purpose of resolving the vulnerability” (Wassenaar
Arrangement, 2019a, p.236). The second is “cyber incident response,”
that is, “the process of exchanging necessary information on a
cybersecurity incident with individuals or organizations responsible for
conducting or coordinating remediation to address the cybersecurity
incident” (Wassenaar Arrangement, 2019a, p.219). Such exceptions
create prerequisites for quasi-legal proliferation of cyber weapons
technologies.
Another factor that has a detrimental effect on strategic stability is
the widespread use of the so-called “public attribution.” States that are
38
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perceived as authority in the international arena make statements about
the responsibility of a specific country for an incident in cyberspace,
and those statements are taken by some members of the international
community for granted without any evidence. At that, no international
legal mechanisms have yet been created for a legitimate investigation
and legal review of incidents in cyberspace, including those that may
be considered an armed attack. An escalation of tensions can become
an extremely negative background that can be used by third parties
in their interests—including undermining strategic stability. In this
regard, the following thesis adopted in the U.S. National Cyber Strategy
is especially dangerous. To deter opponents from malicious acts in
cyberspace that threaten U.S. national interests, allies or partners, all
the instruments of national power are available, including military force
(White House, 2018, p.21). It is noteworthy that, in accordance with
the same Strategy, Russia, China, Iran, and North Korea were identified
as the main opponents. One cannot be dismissive of the nuclear status
of the first two countries—and, accordingly, the possibility of nuclear
escalation.
If we agree that a small country, or even a non-state actor, can
become a great cyber power, and at the same time recognize the
influence of the ICT environment on nuclear command, control and
communications systems, it would turn out that the entities that are not
bound by the spirit and letter of relevant arrangements are indirectly
included in the strategic stability equation. Uncontrolled proliferation
of military cyber capabilities is thus detrimental to strategic stability.
The rising level of uncertainty coupled with a lack of agreed technical
framework that would provide for fast and precise attribution of
cyberattacks, as well as political “appointment” of the perpetrator
through the use of public attribution has a potential to escalate tensions
in international relations and further degrade strategic stability.
efforts to de-escalate and control

While previously the path to strategic de-escalation and control mainly
ran along the lines of bilateral relations, it would seem that today, to
overcome the challenges and threats identified in the previous sections,
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it has to go through wide international discussion. Not all challenges
posed by the use of AI and cyber technologies in the military sphere
can be fully resolved at the level of individual countries. Unfortunately,
despite the general concern about potential conflicts in the ICT
environment and the use of lethal autonomous weapons systems
(LAWS), there are significant political disagreements between leading
states over how to prevent such conflicts.
The discussion of issues related to LAWS and international
information security has been going on at the UN for years. The UN
Group of Governmental Experts on Developments in the Field of
Information and Telecommunications in the Context of International
Security (GGE) held five sessions in 2004-2005, 2009-2010, 20122013, 2014-2015, and 2016-2017 (for a summary of GGE efforts and
achievements see Boiko, 2016). Among significant achievements of
the GGE is the recognition of the applicability of international law
in the ICT environment, as well as the report of the fourth GGE (the
Group included representatives from Belarus, Brazil, Ghana, Germany,
Egypt, Israel, Spain, Kenya, China, Colombia, Malaysia, Mexico,
Pakistan, the Republic of Korea, the Russian Federation, the United
Kingdom, the USA, France, Estonia, and Japan), which presented
norms, rules and principles for the responsible behavior of states in
the ICT environment. The following norms take into consideration the
issue of critical infrastructure protection and therefore could be applied
to the sphere of strategic stability:
f) A state should not conduct or knowingly support ICT activity
contrary to its obligations under international law that intentionally
damages critical infrastructure or otherwise impairs the use and
operation of critical infrastructure to provide services to the public;
g) States should take appropriate measures to protect their critical
infrastructure from ICT threats, taking into account General Assembly
Resolution 58/199 on the creation of a global culture of cybersecurity
and the protection of critical information infrastructures, and other
relevant resolutions. (United Nations, 2015, p. 8)
But these norms, rules and principles are not binding, and fall into
the category of “soft law.” Moreover, the experts did not produce a final
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understanding of how to apply these norms and rules, and, therefore,
the search for an answer to this question became one of the tasks of
the GGE formed to work in 2016-2017. The existing contradictions
between the states (for a view on contradictions see Karasev, 2018) did
not allow the adoption of a coordinated report. It can even be stated
that in 2017 the international community was divided, and a year
later two competing associations were created to continue discussing
security issues of the ICT environment—the Group of Government
Experts and the Open-Ended Group. It remains to be seen how
effective these groups will be in moving the discourse on international
information security forward.
Issues related to LAWS (they are the closest to the topic of military
use of AI) have been discussed at the UN since 2014 under the
“Convention on Prohibitions or Restrictions on the Use of Certain
Conventional Weapons Which May Be Deemed to Be Excessively
Injurious or to Have Indiscriminate Effects (CCW).” The main object
of these discussions is the military trend to “delegate” to an AI part of
the operator’s authority regarding decision-making on the lethal use
of weapons. Experts share concerns regarding the threat of violating
the principles of warfare laid down in international humanitarian law
(principles of proportionality, distinction and humanity), as well as
regarding legal complexity of attribution of responsibility for actions
committed by AI.
At the Fifth CCW Review Conference held in 2016, the High
Contracting Parties decided to establish a Group of Governmental
Experts (GGE) on LAWS. In addition to determining the key
characteristics of LAWS, the GGE was to look into the applicability of
the principles of international humanitarian law, analyze the impact of
LAWS on regional and global stability, and identify possible cyber risks
to LAWS (United Nations, 2016, p.18).
It seems that the most significant findings of the 2017 GGE report
on LAWS are as follows. Firstly, it was noted that the CCW offers
an appropriate framework for dealing with the issue of emerging
technologies in the field of lethal autonomous weapons systems.
Secondly, it was affirmed that international humanitarian law
VOL. 18 • No.3 • JULY – SEPTEMBER • 2020

41

Pavel A. Karasev

continues to apply fully to all weapons systems, including the potential
development and use of lethal autonomous weapons systems. Finally,
states must ensure accountability for lethal action by any weapon
system used by their forces in an armed conflict in accordance with
applicable international law, in particular, international humanitarian
law (United Nations, 2017, p.4).
In addition to confirming the principles outlined in the 2017
Report, an important result of the GGE meetings in 2018 was ten
“Possible Guiding Principles” that could form the basis for legal
regulation of LAWS. The principle contained in paragraph “e)”
is essential for ensuring the security of LAWS, as it states: “When
developing or acquiring new weapons systems based on emerging
technologies in the area of lethal autonomous weapons systems,
physical security, appropriate non-physical safeguards (including
cyber-security against hacking or data spoofing), the risk of acquisition
by terrorist groups and the risk of proliferation should be considered”
(United Nations, 2018. pp.4-5). At the same time, we can regard as
a significant step backward the refusal of a number of leading states
(among them the U.S., Russia, Israel, South Korea, and Australia)
to develop and conclude a legally binding document that would
prohibit the development and production of LAWS (See: Bergstrom,
2019). Russia’s position on LAWS was outlined by the head of the
Russian Delegation, V. Yermakov, who stated, in particular, that there
are “…doubts about further prospects of the GGE in the absence of
functioning samples of such systems, established basic specifications
and definitions of the LAWS as well as significant discrepancies in the
approaches of the participants in discussions to this matter” (Russian
Ministry of Foreign Affairs, 2018).
In general, while some states often express the need to regulate
important aspects related to LAWS and the functioning of the ICT
environment at the highest level possible, the corresponding processes
in the UN are yet to achieve concrete results. In this regard, many
see the feasibility of progress only within regional formats. While the
divide on the issues of international information security has already
taken shape, the process is still far from being complete with regard
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to LAWS and AI. This means that bilateral agreements, or new “rules
of the road” that could adapt the formula of strategic stability to new
factors, may become possible only after the rules of the road are defined
within like-minded groups. However, it is worth mentioning that the
lack of multilateral agreements and lack of common terminology did
not prevent Russia and the U.S. from issuing a “Joint Statement by the
Presidents of the United States of America and the Russian Federation
on a New Field of Cooperation in Confidence Building” (President of
Russia, 2013b) in 2013. Issues concerning the implementation of this
document are a subject of separate consideration, but its adoption
illustrates another possible path of action for strengthening relations,
increasing transparency, and building confidence between the two
nations
* * *
Due to the fact that at this stage there is no accumulated experience
of applying new technologies in nuclear command, control and
communications, an assessment of their impact can only be
hypothetical. At the same time, the potential for unintentional
escalation is obvious and steps are needed to counter it, at least
by recognizing the new threats and moving towards common
understanding of their potential, which implies their inclusion in the
concept of strategic stability.
AI has an equally great potential to either strengthen or degrade
strategic stability. Using it to raise awareness may lower the risk of
unintentional launch-on-warning strikes, but at the same time new
capabilities that would make previously invulnerable elements of
the nuclear triad open to a first strike (nuclear or conventional) will
negatively affect strategic stability.
Given the fact that AI and digitalized nuclear command, control
and communications systems are prone to adversarial cyber influence,
this may affect strategic stability in new ways. Cyber-cognitive
attacks against AI are a possibility and could disrupt the decisionmaking process, which becomes especially dangerous in time-critical
operations, as it leaves little time for verification.
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Other factors which have a negative effect on strategic stability
include the proliferation of offensive military cyber capabilities,
which goes largely outside of any arms control frameworks. The
growing number of cyber actors coupled with the deficiencies of
cyber attribution, and the use of public attribution, introduces great
uncertainty into international relations, and, by extension, into the
sphere of strategic stability.
Taking into account the difficult political situation and relations
between Russia and the United States, the development and adoption
of relevant norms and rules of responsible behavior of states at a
multilateral level could have become an effective mechanism to reduce
the risk of conflicts and resolve interstate conflicts related to the use of
AI in the military sphere and the hostile use of ICTs by states. However,
in the process of developing such rules for the ICT environment the
international community recognized the existing contradictions among
different groups of nations; the process of developing similar rules for
LAWS has yielded similar results. The lack of enforceable regulation
today may result in greater problems in the near future. “In general, the
haste of military development of AI can lead to a new arms race and
eventual disregard for the norms and principles of international law”
(Vilovatykh, 2019, p.189).
Bilateral cooperation on the most pressing issues of common
concern in the sphere of strategic stability may be a viable way to
overcome its crisis. In particular, priority should be given to the
development of recommendations and frameworks for reducing cyberand cyber-cognitive threats from third parties to nuclear command,
control and communications systems, and missile defense.
There is a well-known saying that war is an engine of progress, and
indeed, military acquisitions often contributed to economic growth,
scientific discoveries and inventions. Peaceful use of atomic energy
would hardly have received such development if it had not been backed
up by considerable military needs. However it should be taken into
account that the situation with AI technologies is opposite—although
the military use of automated systems laid the foundation for further
research, they have long gone beyond closed laboratories, and today
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the global market has become the driver of progress in this area. The
McKinsey Global Institute estimates that by 2030 AI will contribute
about $13 trillion to the global economy (Bughin et al., 2018, p.3). This
means that AI technologies are becoming more accessible to an ever
wider range of actors, and it remains unknown how these technologies
would be used for malicious purposes. In fact, even today the ICT
environment is a place for an invisible war of mathematical models and
algorithms, and in the near future the battle of two AIs, albeit “weak”
ones, can turn from science fiction to reality.
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