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abstract
The technological war, or Tech War, as part of the geopolitical conflict 
between the United States and China raises a range of questions for 
researchers, the most important one being the role of digital technologies 
and markets in international relations and world politics. The article studies 
the motives and objectives of the Tech War and its long-term effects using 
available academic literature on sanctions and research data on the digital 
economy and high-tech markets, including the political aspects of the 
U.S.-China rivalry. Analogues from the Cold War and other conflicts suggest 
that the economic purpose of the Tech War is to limit China’s capacity in 
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the long term. However, the new realities transform both the instruments 
and goals of the traditional superpowers’ economic withstanding. The 
importance of information and communication technologies (ICT) and the 
rise of the digital economy have made traditional geopolitical and market 
(commercial) dimensions of the conflict intertwined with high technology 
seen as a strategic resource and a separate area of conflict. As for the 
role of digital technology in world politics, a reverse process is observed: 
its importance is growing due to the traditional (geo)political factors, 
including securitization of the digital sphere, enhanced by the narratives of 
new technological revolutions. These factors increase the intensity of the 
Tech War since competition in high-tech markets is perceived as a zero-sum 
game. However, in the long term, the globalized, highly internationalized 
nature of digital markets and technologies may lead to the normalization 
of global processes and world politics.

Keywords: U.S., China, technological war, digital technologies, global high-
tech competition, geopolitics.

starting from 2018-2019, the united States has been pushing 
ahead with technological sanctions against leading Chinese 
companies and China itself, restricting bilateral scientific and 

technological relations. Such measures apply to the import of Chinese 
products, venture capital investment, access of Chinese companies to 
u.S. stock markets, and interaction between research centers (mascitelli 
and Chung, 2019; Sun, 2019; leksyutina, 2020; Danilin, 2020; Wu, 
2020). The focus is on information and communication—digital—
technologies as the most significant factor of modern development. 
moreover, due to the extraterritorial nature of u.S. sanctions and 
dialogue with allies, many restrictions are turning global (specifically 
those on 5G, microelectronics, etc.). These processes, initiated 
following the start of the trade war (Steinbock, 2018; Salitsky and 
Semenova, 2019; Sun, 2019; leksyutina, 2020; afontsev, 2020) and by 
analogy with it, have been called ‘technological war,’ or ‘Tech War.’

This special battlefield between the two superpowers needs to 
be studied most seriously. on the one hand, just like the trade war 
(afontsev, 2020, p. 193-194), the technological conflict largely came as 
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a surprise, heralding a departure from the previous logic of building 
open high-tech markets and global value chains. It is important to 
note that the scale and depth of the conflict clearly go beyond the 
“usual” technological bounds of the post-bipolar period (Kaempfer and 
lowenberg, 2007; hufbauer et al., 2009; Smeets, 2018; hufbauer and 
Jung, 2020) and look very much like another Cold War.

on the other hand, the Tech War between the united States and 
China raises a much more important question about the role of digital 
technologies in modern world politics and international relations. 
The discussion on how ICT significantly change the parameters of 
a state’s might and power, as well as the aggregate capacity of states 
has been going on for quite a while, just like the debate on a greater 
role of the civilian technological sector in international relations and 
foreign policy (Simon, 1996; Ross, 2011; Kissinger, 2014; Cartwright, 
2020; Wu, 2020; Raska, 2021). But can we say that modern digital 
solutions and, especially, such technologies as 5G, artificial intelligence 
or quantum systems form some new dimension of international 
political and geopolitical processes? many authors point to a new 
level of challenges and threats, and some even claim that due to the 
information manipulations and other capabilities digital corporations 
are transformed into new instruments of power projection, while 
commercial digital technologies appear to be more and more 
weaponized (Dorfman, 2020; Cartwright, 2020; oates, 2020).

an analysis of the Tech War could help us understand whether we 
are really witnessing a transformation of ICT’s role in global politics, 
or we are dealing with some traditional phenomena reengineered for 
the new realities.

To answer this question, it seems appropriate to address the theories 
of economic sanctions and, more broadly, of economic confrontations 
between superpowers, with special attention paid to the research 
on securitization and political aspects of high-tech competition 
(including the ideas of neo-techno nationalism). Since the initiator 
and the impelling force of the Tech War is the united States (China 
painstakingly depoliticizes its international technological relations), 
this paper focuses primarily on u.S. policies and strategies.
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teChnoloGiCal War as Part of the Great-PoWer ConfliCt
Presumably, the first step towards understanding the essence of the 
technological war and the role of digital technologies in contemporary 
international relations is to analyze the causes and objectives of the 
u.S.-China confrontation in the ICT area.

The rationale for the Tech War has been formalized in u.S. official 
documents (see, for example, u.S. Department of Defense, 2020; 
u.S. Department of State, 2020, pp. 4-19, 24-26). apart from the 
prevention of risks to global democracy and sanctions for the alleged 
suppression of ethnic minorities (which rather reinforce the focal 
points of u.S. policies), three key groups of causes and objectives can 
be distinguished.

firstly, there are quite traditional measures (mastanduno, 1985; 
huffbauer et al., 2009) aimed at containing the rival power by 
preventing the export and other types of critical defense and dual 
technology transfer from the united States and its allied and partner 
nations. Incidentally, this approach has been invariably present in u.S. 
policies towards China. here the focus is on the Chinese commercial 
ICT sector, which since 2018 is also reinforced by China’s civil-military 
fusion strategy. The latter implies tighter interaction between Chinese 
defense-related organizations and private high-tech companies 
as sources of cutting-edge technologies (manuel and hicks, 2020; 
u.S. Department of Defense, 2020, pp. 16-22, 142).

This rationale corresponds with the second goal—reducing 
vulnerability of the united States, its allies and partners to next-
generation cyber threats that are attributed to Chinese digital 
technologies (leksyutina, 2020; u.S. Department of State, 2020, pp. 
11-13, 23-24; Dorfman, 2020; Smith and Brown, 2021).

finally, a separate goal of the Tech War is limiting China’s “unfair” 
trade and economic practices (atkinson and ezell, 2012; Nakayama 
2012; Shim and Shin 2016; Gewirtz, 2019; manning, 2019; Gewirtz, 
2019; Qin, 2019; Kim et al. 2020; Capri, 2020; u.S. Department of 
State, 2020). Washington accuses Beijing of forcing Western companies 
to transfer technologies, stealing intellectual property, providing 
exclusive support for “national champion” companies, and using 
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other non-market measures to boost economic development. These 
accusations are not new and have already caused controversies in the 
past (Johnson-freese and erickson, 2006; atkinson and ezell, 2012; 
Shim and Shin, 2016), but since the mid-2010s, amid the boom of 
the Chinese high-tech sector, they have become critical. China’s new 
innovative potential and supportive policies not only threaten u.S. 
economic competitiveness, but also pose risks to american leadership 
and technological sovereignty.

however, for all the importance of these motives and goals and 
the general context of the u.S.-China conflict, the available literature 
on sanctions clearly indicates that we are witnessing a much more 
important phenomenon. using the classification of sanctions proposed 
by m. mastandano with regard to the Cold War, we can define this 
phenomenon as ‘economic war’ (mastanduno, 1985, pp. 506-514). Its 
aim is to limit the aggregate capacity of the rival power and its growth 
in the long term (mastanduno, 1985; Kaempfer and lowenberg, 2007; 
hufbauer, et al., 2009; Smeets, 2018). In the case of the Tech War, 
sanctions and other measures are expected to increase the costs of 
China’s innovative development. This, in turn, is considered a critical 
solution to eliminate the risk of China’s emerging as the united States’ 
opponent with comparable or equal economic and military potential. 
It is important to note that many experts and the Chinese elites 
themselves interpret the Tech War precisely this way (Segal, 2019; 
Gewirtz, 2019; leksyutina, 2020; Wu, 2020; Riecke, 2020).

This strategy is closely linked to the specifics of both the Chinese 
and global economy, and current technological trends. In particular, 
the emphasis on ICT is logical, considering the enormous importance 
of digital technologies for the growth of China’s GDP (including export 
revenues and economic effects of digitalization on its basic industries) 
as well as for the development of its National Innovation System 
(uNCTaD, 2019; oeCD, 2020). So is the focus on high-tech digital 
corporations and startups as the key actors in China’s digitalization and 
innovative transformation (Steinbock, 2018; Sun, 2019). 

These and other factors support the idea of the growing importance 
of digital technologies and, more broadly, of high-tech markets in 
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international relations (Cafruny, 2019; Wu, 2020). however, the 
question arises: To what extent are ICT changing global politics? 

What we see in the Tech War can partly be explained by some 
very traditional theoretical considerations. firstly, this relates to the 
vision of commercial digital technologies as a new strategic resource 
in the race of superpowers, and secondly, as an important factor 
of their aggregate capacity growth (Ding and Defoe, 2021). These 
phenomena and interpretations are not new and have many historical 
parallels, from space technologies (in the u.S.-uSSR “race” and even 
in the u.S.-eu and u.S.-China relations) to u.S.-Japan competition 
in the 1980s and 1990s in the electronics markets (Simon, 1996; 
Johnson-freese and erickson, 2006; european union, 2019; miller, 
2019; hobbs, 2020). however, it seems that the current conflict has 
affected the understanding of digital technologies as a new strategic 
resource and the attitude of elites towards the digital high-tech sector 
and markets.

diGital teChnoloGy as a neW faCtor  
of international relations 
The most important change brought about by the Tech War relates to 
the evolution of the phenomenon of economic war.

Today the concept of ‘strategic resource’ is not only interpreted 
in a broader way, but also changes approaches towards how the 
technological dimension of economic war is implemented. This relates 
to the shift of emphasis from traditional restrictions on the transfer 
of critical or dual-use technologies to a broader policy focus, and to 
prevention of Chinese high-tech trade and investment expansion (as 
part of the so-called neo-techno nationalist policies (Nakayama 2012; 
Shim and Shin 2016; manning, 2019; Gewirtz, 2019; Kim et al., 2020; 
Capri, 2020)). also, leadership in the global commercial high-tech 
markets is now perceived as an important factor in building a state’s 
aggregate capacity, while market competition is obviously seen as a 
new space for geopolitical contentions and a factor of structural power.

The nature of these changes is well explained by the latest economic 
developments.
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In recent decades, the role of China and Chinese companies in the 
global ICT production and export has grown rapidly, reaching about 
40% (in value-added terms) by the end of the 2010s (uNCTaD, 2019, 
pp. 51-58, 74-75; National Science Board, 2020, 41-44; The World 
Bank, 2021). Yet China remains highly dependent on the import 
of the most technologically advanced solutions—from electronic 
components and services for the manufacturing of high-performance 
chips to software (uNCTaD, 2019, 54; lapedus, 2019; Grimes and 
Du, 2020; Congressional Research Service, 2020; Danilin, 2020). u.S. 
companies remain the key actors or ultimate technology and IP holders 
in these segments. for example, the u.S. still accounts for 47% of the 
semiconductor market (China only 6%), including over 61% of logic 
chip production (China 9%); 63% of the analog semiconductor systems 
market (China’s share is less than 5%); and 40% of the equipment for 
semiconductor production (China is under 10%) (Semiconductor 
Industry association, 2020; Congressional Research Service, 2020). 
also, u.S. intellectual property is present in all key industry solutions, 
which determines the effectiveness of u.S. extraterritorial sanctions 
that blocked the interaction of Chinese corporations with the leading 
providers of manufacturing systems in the field of microelectronics 
(aSml), chips and services for their contract manufacturing (TSmC, 
Samsung, flex, etc.), and with other technological companies.

however, in the 2010s the rapid growth of Chinese companies 
and state support for the emerging digital technologies changed the 
situation. Competitive pressure on u.S. corporations increased so that 
the revision of the global value chains architecture in the electronics 
sector began to look a realistic possibility. In addition, the rise of the 
Chinese Internet sector as a new high-tech actor made the economic 
challenge even more viable. Importantly, this process took place during 
a new wave of digitalization expected to form new giant markets and 
produce significant effects on the global economy (uNCTaD, 2019; 
National Science Board, 2020, 41-44; oeCD, 2020). amid accusations 
against China of “unfair trade practices” this caused rising concern in 
the united States, which is well illustrated by the debate over the “made 
in China 2025” program (laskai, 2018; u.S. Congress, 2019; Cafruny, 
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2019, pp. 118-119; Wey, 2019; Davis and Wei, 2019; Cory and atkinson, 
2020; Ding and Dafoe, 2021).

economic (as well as defense) leadership was at stake. Since 
breakthrough digital technologies are currently developed primarily by 
private companies and globalization of their operations is an important 
factor of their success (incomes from trade, access to world talents, 
technological and production resources, etc.), geopolitical conflicts and 
trade wars begin to converge.

The interconnection between trade and geopolitics manifests itself 
even in international political initiatives. Quite illustrative in this 
respect are the u.S. Clean [Telecommunications] Network Initiative, 
the u.S.-eu Trade and Technology Council, as well as other u.S. 
initiatives in the dialogue with europe, India and other partners to 
limit the penetration of Chinese digital standards into “democratic 
countries” (u.S. Congress, 2019; Cafruny, 2019; Danilin, 2020; fidler, 
2020; Wu, 2020; Riecke, 2020; Triolo, 2020, pp. 13-14, 18-20; Smith 
and Brown, 2021, p. 254). efforts to prevent cyber risks and reduce 
China’s economic influence are augmented by the struggle for control 
of standards as a factor of asymmetric trade advantages, as well as 
traditional protectionism. In turn, China’s Digital Silk Road initiative, 
which previously had a mostly economic and neo-techno nationalist 
dimension (Shen, 2018), in the new realm seems to demonstrate a 
more distinct international political edge.

historically, the situation is quite specific, if not unprecedented. 
The Soviet union explored the possibility of exporting consumer 
electronics (morita, 2014, pp. 154-156). But Soviet foreign economic 
activity was radically different from China’s neo-techno nationalist 
policy and did not regard the export of civilian tech products as a major 
factor of development or as an instrument of achieving geopolitical 
goals (Khanin, 2008, pp. 235-242, 476-486). high-tech markets did 
not play any role in other systemic international conflicts involving 
the united States, including confrontation (until the end of the 1970s) 
with China, as well as with Iran, North Korea, and Russia in the post-
bipolar period (huffbauer et al., 2009; Rogov, 2016). on the contrary, 
trade and economic conflicts, including those in the high-tech field, 
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were previously almost devoid of geopolitical motives. The ongoing 
u.S.-China technological war is often seen as an analogy of the struggle 
between the united States and Japan over the electronics markets in 
the 1970-1990s (Irwin, 1996; pp. 127-167; Cafruny, 2019; miller, 2019; 
Ding and Dafoe, 2021; afontsev, 2020, pp. 193-194). But the latter one 
was much smaller in scale. and what is more important, unlike modern 
China, Japan had no international ambitions that would run counter to 
the u.S. interests. The discussions about the emergence of Japan as an 
independent global center of power in the 1980s and the 1990s were 
hypothetical, if not speculative (Vogel, 1989; Ishihara, 1991).

however, as soon as we recognize the great importance of 
commercial ICT for the aggregate capacity of states and, consequently, 
the growing importance of global high-tech markets for world politics, 
a new question comes to the forefront: To what extent does the digital 
high-tech sector determine the specifics of technological war and other 
international and political processes in this area?

seCUritiZation as a driVer of GeoPolitiCal transformation 
of diGital hiGh teCh
oddly enough, the digital Tech War is not the ideal solution to the 
challenge of u.S.-China technological competition.

In the short term, u.S. sanctions have a visible negative impact on 
individual companies such as huawei. The general picture is more 
complicated. The growth of Chinese ICT exports has slowed down, but 
not dramatically (from 10.16% in 2017 to 5.78% in 2020). The same is 
true of the Chinese share in the u.S. ICT imports (down from 50% to 
43%) (uNCTaD, 2021). however, China’s ICT production and trade 
still grows, and so does China’s share in global exports (from 42.06% 
to 43.37%). moreover, China has initiated new vigorous R&D efforts, 
investments in startups and high-tech manufacturing. however costly 
this policy has turned out to be, it has clearly yielded certain positive 
results. also, the u.S. pressure has not changed Beijing’s position on 
the most important international issues or on the expansion of 5G and 
other digital solutions, including those within the framework of the 
Digital Silk Road project.
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furthermore, even in the long term, when the main results of the Tech 
War are expected to manifest themselves, its effectiveness remains 
questionable. a full-scale technological blockade of China is impossible 
theoretically and practically (mastanduno, 1985; Kaempfer and 
lowenberg, 2007; hufbauer et al., 2009, pp. 65-124, 158-160; Smeets, 
2018, pp. 5-6; Danilin, 2020). moreover, some compensatory strategies 
are possible, especially since changes in the aggregate capacity are 
marked by great inertia (Brooks and Wohlforth, 2016; Istomin, 2020). 
Nor should one ignore the enormous importance of non-technological 
factors such as the effectiveness of China’s research policies, import 
substitution, and institutional reform. In other words, sanctions and 
other restrictions may not necessarily upset the quality of China’s 
economic growth in the future.

moreover, as american experts rightly point out, sanctions do 
not solve the united States’ main task, namely, they do not increase 
its potential in competition with China (Gewirtz, 2019; manuel and 
hicks, 2020). Instead, they pose real risks to the normal development 
of the digital sector and ICT markets, which have historically kept the 
focus on global trade, open innovation, and the growth of international 
specialization and cooperation. This, in turn, may entail adverse effects 
on the u.S. economy itself.

The most adequate explanation for all these considerations is that 
the driving force behind the “war” is not so much the special features of 
digital high tech, as very traditional securitization of emerging digital 
technologies and global digital competition.

The specific nature of digital technology provides the widest 
opportunities for its securitization (hansen and Nissenbaum, 2009; 
lacy, 2018). This effect is enforced by two important features of the 
u.S.-China conflict. firstly, it is the abovementioned vision of emerging 
digital technologies as a strategic resource. Secondly, one should take 
into account the narratives of technological revolutions, for example, 
the concepts of the fourth Industrial Revolution, global changes under 
the influence of artificial intelligence, etc. (Brynjolfsson and mcafee, 
2016; Rifkin, 2014; Schwab, 2017). The popularity of these ideas should 
be attributed to a variety of factors, including specific domestic social 
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and economic agendas of the united States and China. In the united 
States, for example, the fear of de-industrialization, unemployment, 
and loss of economic and innovation leadership steers interest to the 
emerging “revolutionary” technologies. In China, it is the ideology 
of “catching up with and overtaking” the West (ganchao), as well as 
the need to ensure sustainable economic growth as a factor of social 
and political stability (atkinson and ezell, 2012; Gewirtz, 2019). The 
problem with the concepts of “revolutions” is that when they are 
actualized in the geopolitical discussion, the elites begin to view digital 
development as a non-cooperative game. Vladimir Putin expressed 
this perception of the elites very accurately in his speech on artificial 
intelligence. he said that the leader in the aI race would become the 
“master of the world” (TaSS, 2017).

In addition, the very logic of technological war reinforces the 
trend towards securitization of both digital technologies and ICT 
markets. at the level of narratives, dominant telecommunication 
standards, emerging technologies, and other components of high-
tech confrontation are already described by the expert community 
and the elites in terms that are quite close to the categories of 
institutional and structural power (Barnett and Duvall, 2005; Gwynn 
2019). however specific, similar considerations are clearly present in 
China, which, along with protectionism, has determined its efforts 
to prevent the penetration of u.S. Internet corporations into the 
Chinese market.

In other words, technological war is not an inevitable consequence 
of the impact of digital high tech on international relations. There 
is an overassessment of the challenges and opportunities associated 
with emerging technologies—in full accordance with the defense and 
political processes described by the concept of strategic uncertainty 
(Istomin, 2020). We can even say that ideas of new “revolutions” in 
the realm of global competition and the rise of new centers of power 
(including high-tech ones) bring american and other global elites into 
the digital “Thucydides trap.”

This, of course, does not contradict the growing importance of the 
digital factor in international relations. however, it implies that this 
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process is of a reciprocal nature, or that the technological factor is still 
largely actualized by traditional (geo)political processes.

 
*  *  *

Technological war, which initially seemed to be a deviation, has become 
a new normal in the world’s politics and economy.

The new digital revolution and rising competition for global high-
tech markets have increased their importance in the geopolitical conflict 
between the united States and China and, more broadly, in international 
relations. as a result, leadership is increasingly associated with the global 
redistribution of the “technological rent” and control of the digital 
markets as factors of [technological] sovereignty and structural power.

The origins of this process are rather subjective, but it will entail 
serious consequences for the world economy and politics. elites and 
some experts see ICT through the lens of international risks and 
threats, sometimes even regarding digital services and corporations 
as weapons. as a consequence, digital development is perceived as 
a non-cooperative game, which explains many baffling aspects of 
the current u.S.-China digital conflict. In turn, attempts to apply 
traditional geopolitical instruments to high-tech markets lead to 
serious distortions in the normal mechanisms of their operation and, 
in the future, may even reduce the digital transformation potential. 
at the same time, technological conflicts aggravate the already severe 
international contradictions.

however, this process may not necessarily lead to hobbesian 
technology wars of all against all, balkanization of markets, or a digital 
Cold War. Geopolitics of high tech will have to take into account the 
specifics of digital technologies and markets. In particular, the global 
nature of the ICT industry and the ongoing internationalization of 
Internet markets can become a natural obstacle to the emergence of 
blocs and to the sovereignization of the digital sphere. In other words, 
despite the seemingly complete picture of the Tech War with its quasi-
bipolarity, this is merely an intermediate step towards a future state of both 
international relations and high-tech markets, with digital technologies 
possibly playing a new, more constructive role in global politics. 
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